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Warranty and support

To obtain fast and simple support for your VirtualSCADA VS2 products visit our website at
www.VirtualSCADA.com

Product return

If you experience any problems with a VirtualSCADA VS2 device and wish to have it repaired or
exchanged, please follow these steps:

M Obtain a RMA Return Number

T To get this number youbl|l need to provide some
contact information etc.

T PrintRMAKumbeild and send it to us MaeserétheeRMA®I t h t h
visible on the outside of the package, and that the delivery is pre-paid, otherwise the delivery
wondt be accepted by us. Al so provide evidence

1 If the faulty product is covered by the 12-month warranty, we will repair or exchange the device
and return it within 30 days. If the product is not covered by Warranty we will advise an
estimated repair cost.

VirtualSCADA Software LLC standard terms and conditions apply for this product.

Terminology

Term Extract Description

TCP/IP Transmission Control TCP (Transmission Control Protocol) is a set of rules used along with the
Protocol/ Internet Protocol Internet Protocol (IP) to send data in the form of message units between
computers over the Internet.
HTTP Hyper Text Transfer HTTP is a set of rules for exchanging files (text, graphic images, sound,
Protocol video, and other multimedia files) on the Web.
DHCP Dynamic Host Configuration | DHCP is a standard protocol that automates the process of configuring
Protocol network hosts by allowing hosts to obtain IP addresses and configuration
parameters
Gateway A device that makes it possible to transfer data between networks of
different kind, e.g. Modbus/RTU and Modbus/TCP.
Template Describes a Modbus slave device, as a collection of groups and
parameters.
Device A Modbus slave unit that is connected to the VirtualSCADA.

0 This symbol indicates important information or useful instructions on
how to use the product.
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1 About the VirtualSCADA VS2 Gateway

1.1 General

The VirtualSCADA VS2 Gateway can be used to connect a Modbus/TCP master to one or more
Modbus/RTU slaves. The transparent ModbusTCP/RTU gateway will act as a Modbus/TCP slave on
an Ethernet network, transform the queries to the Serial Modbus network, and send back the
Modbus/RTU slave response to the Modbus/TCP master. The gateway can handle up to 5
connections of one or more Modbus TCP masters simultaneously.

Modbus TCP
Client (Master)

The VirtualSCADA VS2 Gateway supports RS232 through a 9-pole D-SUB connector or RS485 via a
screw terminal connector.

The VS2 Gateway supports 10/100Mbps Ethernet through a standard Ethernet connector (RJ-45) and
can be configured via a web-interface or by using the VirtualSCADA VS2 Configuration utility.

L Check with your IT department to make sure your network is secure.
Use a firewall when connecting to an outside network.

www.VirtualSCADA.com Page 4 (25)
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1.2 Mounting
AT Snap on B 17 Snap off

17 Snap the VirtualSCADA VS2 on to the DIN-rail (as shown in picture A above).
21 Connect the Ethernet cable to the RJ45 connector.

31 Connect the ModbusRTU network to the D-SUB connector (RS232) or the screw terminal
connector (RS485 / RS232).

47 Connect the Power Supply and apply power.

5" Now you can start usi NigualSBADAEBIRICowmdy .gulUsad itome ufi i |
configure the IP address and other network settings. See section 2.1 for further information.

i)

The default IP address of the VirtualSCADA VS2 is 10.200.1.1 Please change this IP-address to
a valid address on your network. Also, make sure not to power up more than one network
attached VirtualSCADA VS2 before the IP-address is changed or DHCP is enabled.

www.VirtualSCADA.com Page 5 (25)
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1.3 Connectors

131 Modbus RTU interface, RS232

The 9-pole D-SUB, male connector on the VirtualSCADA VS2 unit contains a RS232 interface.
This port can be used to connect to any equipment with an RS232 interface.

1 S

e & 6 &8 )

\ f
L6 6 e
\ J

(Male)

Pin number Function

1 CD (Carrier Detect)

Rx (Receive)

2

3 Tx (Transmit)

4 DTR (Data Terminal Ready)
5 GND
6

7

8

9

DSR (Data Set Ready)
RTS (Request To Send)
CTS (Clear To Send)

RI (Ring Indicator)

yd

* oo

Serial interface Ethernet interface
(SUB-D 9 Pin, RS232) (RJ-45, 10/100Mbps)

www.VirtualSCADA.com

Page 6 (25)



VirtualSCADA

®

1.3.2 Modbus RTU interface, RS232/485

The 12-pole screw connector contains a RS232 and a RS485 interface. This port can be used to
connect to any equipment using one of these interfaces. See table on next page for details.

PowerSupply
Serial interface RS232/ RS485

Digital Inputs

1.3.3 Ethernet interface

The Ethernet interface supports 10/100Mbps, using a standard RJ-45 connector.

www.VirtualSCADA.com
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1.3.4 Power supply connection

The VirtualSCADA VS2 gateway can be powered by a 9-24 VAC/DC supply (7OmA / 1.7W).

DC Input voltage

Power Supply
* T24 Vin +
9-24VDC @
Power VS22
Supply
- /)| T23 Vin-

AC Input voltage

Power Supply V52 Power Supply VS2
24V AC - /
T AC @) | vine AC : 24V AC @) | vin+
ine Voltage Line Voltage .
ac 24 AC o @ | vin- : ac |24V AC @ Vin-

/777 /777
Earth Earth
Ground Ground

1.35 Digital inputs

The digital inputs are opto-isolated, with the following input specifications:

Logic HIGH input: 101 24 VDC
Logic LOW input: 0 - 2VDC

The status of the inputs can be read in the Gateway Internal Registers (if enabled). See section 3.1.4
for more information.

www.VirtualSCADA.com Page 8 (25)
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1.3.6 RS232/RS485 interface, Digital Inputs, Power Supply
24 Vin+ (Power supply)
23 Vin- (Power supply)
22 Digital In 2+ (10-24VDC)
21 Digital In 1+ (10-24VDC)
20 Digital Input common
19 Not Connected
18 Not Connected
17 RS232 Receive
16 RS232 Transmit
15 Common
14 RS485 Line A
13 RS485 Line B
Page 9 (25)
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1.4 Indicators
i X 8
RS
Module Status ®
VS2 Serial Link Status @
irtualSCADA |, ) coision o
www.virtualscada.com
Link ®
LED Functionality
Name ‘ Color Function
Module Status OFF No power
Green Module is running in normal mode
Orange During boot-up
Serial Link Status Flashing Green Serial Packet received
Flashing Red Serial Packet transmit
Orange During boot-up
Ethernet Flashing Green Ethernet Packet received
Activity/Collision Flashing Red Ethernet Collision detected
Link OFF No Ethernet Link detected
Green Ethernet network detected, 10Mbps
Orange Ethernet network detected, 100Mbps

www.VirtualSCADA.com Page 10 (25)
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2 Getting started

2.1 Configure the VirtualSCADA VS2 IP-address

2.1.1 About the VirtualSCADA VS2 Configuration utility

The VirtualSCADA Configuration utility is PC-based and configures the TCP/IP network settings in
the VirtualSCADA VS2. This utility has the ability to scan the Ethernet network for connected
Virtual SCADA VS2 devices and let the user set IP-address, net mask, gateway, DNS and hostname
for each unit.

2.1.2 Installation

System Requirements
1  Windows 2000/XP/VISTA
1 Pentium 133 MHz or higher
1 5 Mb of free space on the hard drive
1 Network Interface Card (Ethernet)

Installation Procedure
1 Using the CD-R O M:: Run fiSetup.exedo and follow the inst

i From website: www.virtualscada.com

www.VirtualSCADA.com Page 11 (25)
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2.1.3 Scanning for connected devices

First ensure that you have connected the VirtualSCADA VS2 units that you want to install on the
same Ethernet network as the PC is connected to. Use standard Ethernet cables, straight-through or
crossover cable, depending on how you connect to the device. See the following diagrams below for
details.

Connecting the VirtualSCADA VS2 to a hub or Switch

I
|
| Cross-Over Cable
VS2 E PC Ethernet interface
RJ45 Plug Pin |
RJ45 Jack Cable Wiring RJ45 Jack
Connector Connector
Tu+ l —— 3 Rx+
Ta- 2 e b Rx-
Rt 3 —————— I T+
- & e 2 Tx-

Connecting the VirtualSCADA VS2 directly to a PC

i
S1fGigh1-anﬂlUQh Cable Hub/Switch
RJ45 Plug Pir 1 |
RJ45 Jack Cable Wiring | RJ45 Jack
Connector Connector
Tut | et | T+
Tx- 2 2 Tx-
Rx+ —m———— 3 Rxt+
Rx- § mmmmmmm e Rx-

When the VirtualSCADA Configuration utility is started, it will scan the Ethernet network for
VirtualSCADA VS2 devices. All detected devices will be presented in a list in the main window. If you
want to force a new scan fSoano dbewtitcoers., you can

www.VirtualSCADA.com Page 12 (25)
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VirtualSCADA® Configurator l - E@u
- L
4 9] ©
Scan Metwork  Open Device Website  Device Setup
VirtualSCADA Device List
[=] VirtualSCADA MNetwark
IP Address: Subnet: Gateway: DHCP:  |Firmware: |MAC ID: # Product Type

b8.16.99 0.0.0 0.0.0.0 0 00-30 B-26-9

Check for update VitualSCADA User Manuals www virtualscada.com

IP: The IP address of the VirtualSCADA VS2
Subnet: The subnet mask

Gateway: The default gateway

DHCP: Dynamically assigned IP address On/Off
Version: Firmware version

MAC: The Ethernet MAC address

Us e tlrteenalDHCP Server Optiono located under the file meny to enable the
VirtualSCADA VS1 Configurator DHCP Server. This is useful when you DHCP set to i On 0 the
Virtual SCADA VS1, butserdeoavdlablelomathesnetaworld HC P

214 Changing IP settings

To change the IP settings on a detected device, double-click on the device you want to configure in
the list of devices. This will open up a dialog screen where you can enter the desired IP configuration.

To obtain the necessary information about IP address, subnet mask etc. please contact your network
administrator.

www.VirtualSCADA.com Page 13 (25)
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N
VirtualSCADA® Configurator l =R X

File Literature Help
v i
A L & I a3

Scan MNetwork Open Device Website  Device éetu p

Device Information

I IP Address: 192.168.16.99 DHCP: on Important:
Subnet Mask: 255.0.0.0 o Of E;SDE‘ ;';‘CDPHEEPN‘BULON if you don'
Default Gateway: 0.0.0.0
0 Primary DNS: 0.0.0.0
Secondary DNS: 0.0.0.0
Host Mame:
Password: Note: To make changes to the setup the correct password has to be entered.

New Password:

l x Cancel [ v Set

| Check for update VirtualSCADA User Manuals www virtualscada.com

. — 4

@ DO NOT SET DMNF ITRO YiOU EGNBCP-SHRWER
= AVAILABLE ON THE NETWORK.

Host Name - Here you can enter the hostname of your device (optional).

IP Address - The IP address of the VirtualSCADA VS2.

Subnet Mask - The subnet mask

Default Gateway - The default gateway

Primary DNS - The primary Domain Name Server (optional)

Secondary DNS - The secondary Domain Name Server (optional)

The default password for autddmind.i cation of the ne:

PressSetdgwil | VidualS@ADA WSR2 device to reboot and after that the new settings will
be enabled.

O You can test the new settings by opening a web-browser and enter the IP you assigned to the

~=device. If you selected DHCP and want to know what IP your device has been assigned, you can
do a new scan with the VirtualSCADA VS2 Configuration utility to view the new network
configuration.

www.VirtualSCADA.com Page 14 (25)
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3 Configure the Gateway

3.1.1 Log in

Open a web browser (Internet Explorer for example) and enter the IP address you have set on the
VirtualSCADA VS2 Gateway with the VirtualSCADA Configuration utility. For example, if you entered
the address 192.168.16.99 then you should enter the text below in the address field of the browser
and press enter.

http://192.168.16.99
Now you should see the login screen:

VirtualSCADA"® VS2

Usarname |

Password

O VirteslSCADAE

To be able to configure t he -nametbexwradypasavort ox. Yollead mi n o
later change the default passwordasdescri bed in the section AAdmMi no

I you have problems logging in make sure that Caps Lock is not turned on.

www.VirtualSCADA.com Page 15 (25)
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VI r-I-U O IS CA DA www.VirtualSCADA.com
Logged in as: Administrator A Logout
Start Network Modbus Admin Status About
Welcome to
VirtualSCADA’
\/S2 Gateway
\. 7

The welcome screen of the VirtualSCADA VS2 gateway.

www.VirtualSCADA.com Page 16 (25)



VirtualSCADA ®

3.1.2 Network settings

If you press the Network link you will be presented with the following screen:

Vi rTU O |S CA DAW www.VirtualSCADA.com

On this page you can view or change the TCP/IP network settings in the module. These settings are
the same as the ones set by the VirtualSCADA Configuration utility.

DHCP: Select this if you have a DHCP server on your network and you want the IP address be
assigned automatically.

Logged in as: Administrator g Logout
Start Network Modbus Admin Status About
DHCP ) Dynamic IP @ Static IP
Host Name
1P Address 132 e 162 |s 156 |s 95
Subnet mask 255 =0 * 0 * 0
Gateway
Primary DNS
Secondary DNS

| NOTE! Do not select the DHCP option if vyou
network.

d

Host Name: Here you can enter a hostname of your device (optional).
IP Address: The IP address.

Netmask: The subnet mask

Gateway: The default gateway

Primary DNS: The primary Domain Name Server (optional)
Secondary DNS: The primary Secondary Name Server (optional)

Press fASave Settingeso0 to save your <chan

3.1.3 Modbus Configuration

If you press the Modbus link you will be presented with the following screen:

www.VirtualSCADA.com Page 17 (25)
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Virt y
alSCADA

I r U www.VirtualSCADA.com
Logged in as: Administrator ﬁ Logout
Start Network Modbus Admin Status About

Transmission Mode RTU [+

Slave Response Timeout ms: | 1000

Physical interface RS5-485 [=]

Baudrate 9600 bps [=]

Character Format No Parity  |w]|1 Stop Bit [w]

Extra delay between messages ms: |0

Character delimiter (0 = Standard modbus 3.5 Chars) ms: | 0

Use function code 15 when writing single bits (coils) Disable IZ|

Use function code 16 when writing single registers Disable E

%

Port Number 502
Gateway Register Enable: [] Address:
Server Idle Timeout Enable: Seconds: | 60
IP Authentication Enable: [] IP Number:
Mask:
\. v,

Serial Settings (Modbus RTU)

Slave Response Timeout: (Default 2000 ms)

Physical Interface: EIA-485 or EIA-232

Baudrate: 300, 600, 1200, 2400, 4800, 9600, 19200, 38400, 57600 or 115200 bps.
Character Format: Select number of stop bits and parity (Odd, Even) if applicable.
Ethernet Settings (Modbus TCP)

Port number: The port number for Modbus TCP communication (502 default).

Gateway Registers: The address offset to the gateway internal registers (if enabled). See Section
3.1.4 for details about the internal registers.

Server Idle Timeout: This parameter gives the idle timeout in seconds for the Modbus/TCP
connection.

I f the Gateway do ebsgiT&€R queryenitrenithisémedhe gonnilatiah will be closed.
(Default value is 60 seconds).

IP Authentication: This can be used to configure the IP-number that is allowed to connect to the
Gateway.

Press fiSave Settingsodo to save your changes.

I NOTE! It is of great importance to ensure no two serial devices on the network are set to
the same address. If this is the case, an abnormal behavior of the serial network bus can
occur; The Master will not be able to communicate with any of the devices on the bus.

www.VirtualSCADA.com Page 18 (25)
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3.14

Internal Registers

If VirtualSCADA VS2 Gateway registers are enabled, queries sent to that address are not forwarded to
the Serial Modbus/RTU network; the Gateway will respond by it self.

The table below describe the internal registers:

1 Digital input 1 status Oorl Read only
2 Digital input 2 status Oorl Read only
3 Number Active Connections 0-10 Read only
MB/TCP
4 Number Active Internal 0-10 Read only
Connections
Serial Status (Modbus/TCP) See section (3.3)
5 Valid responses 0-65535 Can be cleared
6 Serial timeouts 0-65535 Can be cleared
7 CRC errors 0-65535 Can be cleared
8 Input Buffer overruns 0-65535 Can be cleared
9 Frame errors 0-65535 Can be cleared
10 Exception responses 0-65535 Can be cleared
Serial Status (Buffered
messages)
11 Valid responses 0-65535 Can be cleared
12 Serial timeouts 0-65535 Can be cleared
13 CRC errors 0-65535 Can be cleared
14 Input Buffer overruns 0-65535 Can be cleared
15 Frame errors 0-65535 Can be cleared
16 Exception responses 0-65535 Can be cleared
Serial Status (Internal requests
and Web pages)
17 Valid responses 0-65535 Can be cleared
18 Serial timeouts 0-65535 Can be cleared
19 CRC errors 0-65535 Can be cleared
20 Input Buffer overruns 0-65535 Can be cleared
21 Frame errors 0-65535 Can be cleared
22 Exception responses 0-65535 Can be cleared
Configuration Registers
23 Modbus/TCP Port 1-65535 Default port number is
502
24 Gateway Modbus address (-1)-255
-1 Disabled Default
0-255 Enabled
25 Modbus/TCP idle timeout 0-65535 (seconds) Default 60 seconds

www.VirtualSCADA.com
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0 Disabled
1- 65525 Enabled
26 Baudrate
2400 2400 bps.
4800 4800 bps.
9600 9600 bps. Default value
19200 19200 bps.
38400 38400 bps.
57600 57600 bps.
115200 115200 bps.
27 Parity 0-2
0 No parity Default
1 Even parity
2 Odd parity
28 Number of Stop bits 1-2 Default 1 stop bit
29 Slave timeout time 25-65535 (milliseconds) Default 1000 ms.
30 Physical interface 0-2
0 EIA-485 (RJ12) Default
1 EIA-232 (D-SUB)
2 EIA-232 (RJ12)
Authentication
31 Valid IP address 1 0-255 First byte of IP address
0 Disabled IP address auth disabled
1-255 Enabled
32 Valid IP address 2 0-255 Enabled Second byte of IP address
33 Valid IP address 3 0-255 Enabled Third byte of IP address
34 Valid IP address 4 0-255 Enabled Fourth byte of IP address
35 Mask for Valid IP address 1 0-255 Enabled First byte of mask
36 Mask for Valid IP address 2 0-255 Enabled Second byte of mask
37 Mask for Valid IP address 3 0-255 Enabled Third byte of mask
38 Mask for Valid IP address 4 0-255 Enabled Fourth byte of mask

Valid commands:

3 Read Holding Registers
6 Preset Single Register
16 Preset Multiple Registers

www.VirtualSCADA.com
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3.1.5 Password settings

If you press the Admin link you will be presented with the following screen, next click on administrator.

This screen allows you to change the administrator password for the VirtualSCADA VS2 Gateway.
Enter the new password in the Password box and in the Repeat Password box.
Next check the AChange passwordo box.

Click ASavedo to change the password.
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